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Abstract—The memory cards are widely used in several 
applications. This paper is intended to design and construct 
of the encrypted card reader. The basic building block in 
this design is the card reader, amplifier, multiplexer, and PC 
parallel port. This card can be used in license, passport, 
credit card, ID card, bank card, health care, travel and 
entertainment cards and etc. In this paper, data on a card 
can be protected against unauthorized viewing. 
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I. INTRODUCTION 
 Card readers are simple devices that are very helpful 

for anyone who uses any type of card media. With all 
different devices using so many different types of 
memory cards it is a pain to have card readers for each 
different type of card. That is why card readers have 
become very popular. They can use many different types 
of memory cards. They are easy to use and travel with [9]. 

The card has emerged during the past decade as a 
remarkable technical solution to a variety of card system 
applications. Electronics cards have been developed for 
such traditional card uses as credit cards and banking 
applications as well as prepaid, throw-away cards, such as 
telephone cards. In addition, a great many novel 
applications have been propose which genuinely exploit 
the electric data processing available in the card [10].  

II.  OVERVIEW OF THE SYSTEM 
The paper emphasizes on the encrypted data with the 

card and PC parallel port. The data based on the incoming 
card information. This data is used in this design. To 
simplify the hardware design, 5V power supply is decided 
to be used for the system. Thus, all components must be 
worked on 5V power supply. The card data and PC are 
used as the main of the system because the encrypted data 
stored in the card and PC. 

A. Computerized Control Portion of the   System 
Among the I/O ports of the computer system, parallel 

interfacing is applied in this system to input the data and 
to output the display. 

The standard parallel port uses three contiguous 
addresses, usually in one of these ranges: 

3BCh, 3BDh, 3BEh 
378h, 379h, 37Ah 
278h, 279h, 27Ah 

The first address in the range is the port’s base address, 
also called the Data register or the port address. Among 
the Data pins of the parallel port, whose IO address is 
0x378h, the D0 pin is used for select pin to the 
multiplexer. The second address is the port’s Status 
register, the third is the Control register.  

TABLE I. DATA BITS POSITIONING IN THE DATA REGISTER 
Pin 9 8 7 6 5 4 3 2 

Data bits 8 7 6 5 4 3 2 1 

0x378 D7 D6 D5 D4 D3 D2 D1 D0 
System - - - - - - - Select 

TABLE II.  STATUS BITS POSITIONING IN THE STATUS REGISTER 
Pin 11 10 12 13 15 - - -

Status bits 8 7 6 5 4 3 2 1
0x379 BSY ACK PAP ON ERR - - -

System Input Input Input Input - - - -

TABLE III. CONTROL BITS POSITIONING IN THE CONTROL REGISTER 
Pin - - - - 17 16 14 1 

Control bits 8 7 6 5 4 3 2 1 

0x37A - - - - DSL INI ALF STB 

System - - - - - - - - 

B. IR Sensing Portion of the System  
IR diode use digital control signal that are modulated 

with a higher frequency carrier wave. The carrier wave; 
which is invisible to the human’s eye. The digital control 
signals are relatively slow compared to the carrier 
frequency. The control pulse is sensed by infrared 
detector. Infrared detector requires the data signal to 
arrive in the form of a modulated signal. The modulation 
component is referred to as the carrier.    

The detector internal circuitry consists of a bond-pass 
filter. The band-pass filter is to reject light energy or 
unwanted signals. The detector module increases the gain 
of the inter amplifier circuit. In bright lighting conditions, 
the internal gain is reduced. The effect of light levels is 
reduction of the overall operating distance of the IR LED 
and decreased IR detector module sensitivity. 
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C. Function Of Optocoupler 
The primary function of an optocoupler or 

optoisolator is to provide electrical isolation between the 
devices connected to the transmitter (electrical circuit) 
and those connected to the receiver (PC). Information is 
transmitted through an optical link. If a computer, 
operated at 5V DC, were directly connected to circuitry 
controlling an electrical circuit, for example, the 
possibility would exist that a circuit failure could result in 
the high-voltage being applied directly to the computer 
[5].  

Isolating the computer from the high-voltage circuit 
by using an optoisolator prevents the permanent damage 
that such a circuit failure could cause, since there is no 
physical connection between the transmitter and the 
receiver inside the optoisolator [6].  Fig. 1 shows the 
function of optocoupler. 

 

 

Figure 1. Function of Optocoupler 

III. HARDWARE IMPLEMENTATION 

A. Input Portion of the System 
The coming data can be operated by the IR sensors 

according to the online demand and also can be operated 
manually. The output signals from the IR sensors are 
amplified by the transistor. The amplified signals output 
are connected to the 74LS157 input port to the parallel 
port. Fig. 2 shows input data to the parallel port. 

 
Figure  2. Input Data to the Parallel Port 

B.  Output Portion of the System 
The parallel port uses one output and four inputs. One 

output is implemented with Data register (D0). Four 
inputs are implemented with Status registers (BSY, ACK, 
PAP and ON/OFF). The 74LS157 multiplexer IC uses 

four outputs and eight inputs. Four outputs are 
implemented with Pin 4, 7, 9 and 12. Eight inputs are 
implemented with Pin 2, 3, 5, 6, 10, 11, 13 and Pin 14. 
Output circuit diagram of 74LS157 is shown in Fig. 3. 

 

 
Figure  3. Output Circuit Diagram of 74LS157 

C.  Circuit Operation 
The operation system of the encrypted card reader is 

as followed. In this circuit, the card information, IR 
sensors, 74LS157 multiplexer, PC817 (optocoupler) and 
PC parallel port are used. The block diagram of encrypted 
card reader is shown in Fig. 4. 

When a card is inserted, the light coming into the 
sensor is focused on the detector elements by a fresher 
lens. The detectors are connected to oppose each other the 
sensor detects changes in infrared output signal. IR 
sensors sense the data and then, one side of the detectors 
are pulled up to 690 Ohm resistors.  

The output signal is inserted to the base of the 
transistor. The small output voltage of the detector is 
amplified by the transistor (C945). The transistor is 
amplified from the output voltage of the IR sensors. After 
the voltage is amplified, the output signal is controlled by 
the select pin of the multiplexer. The select pin of 
multiplexer is controlled by the parallel port’s output.   

When the select pin is 1, the A inputs are selected. 1A 
passes through to 1Y; 2A passes through to 2Y etc. The Y 
outputs are connected up to the parallel port’s status port; 
in such a manner that it represents the LSB (Least 
Significant Bit) 4 bits of the status register. First, the LSB 
4 bits will be read. Then, the LSB 4 bits with data are 
transported to the PC.  
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Then, the select pin is 0, the B inputs are selected. The 
MSB (Most Significant Bit) 4 bits with data are 
transported to the PC. These ‘8’ bits are alternate 
transported to the PC with interfacing PC817. PC817 is 
used to separate between the circuit and the Pc. The 
output 4 bits of multiplexer are inserted into the parallel 
port’s input port. The data are taken from the PC with 4 
bits during millisecond. In parallel port, data output pin is 
used the data select pin and the input 4 pins are used the 
coming data from the multiplexer.     
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Figure  4.  Block Diagram of Encrypted Card Reader 

IV. IMPLEMENTATION OF THE ENCRYPTED CARD 
READER 

The encrypted card reader system is divided into two 
parts: card section and encrypted and decrypted program. 
The program encrypts the plain text file and decrypts the 
cipher text file. The user can use save the plain text file 
without encryption. Both conversion and encryption are 
written with Visual Basic codes. A VB script external 
functions call file are necessary for viewing and 
decrypting encrypted the file. 

Maximum data can be used for encryption. The data 
used for encryption must be reused for decryption because 
the writer used single-key encryption. Conversion and 
encryption text file into encrypted file is shown in Fig. 5. 
Decryption and viewing encrypted text file into plain text 
file is shown in Fig. 6.  

A. Encryption of Plain Text File 
To encrypt the plain text message, 
1. Open the message (plain text file) from a   

certain media 
2. User can save the plain text message as text file 

without encryption 
3.  Convert and encrypt the plain text into encrypt 

text file using the data 
4. The text file is changed to encrypt text   file 

 

 
 

Figure  5.  Conversion and Encryption Text file into Encrypted File 

B. Decryption Of Encrypted Text File     
 To decrypt the encrypted text   file 
1. The text file is opened from menu 
2. The text file with decrypt button will appear on  

the screen 
3. Decrypt the text file using the data which has 

used in encryption 
4. If the data is correct, the page will appear, 

otherwise the page will not appear correctly 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
Figure  6.  Decryption and Viewing Encrypted Text File into Plain Text 

File 

C. Software Implementation 
In this program, it shows text file such as plain text 

and cipher text in the host system and in the card 
information. If open file button is clicked, open file dialog 
box will appear.  

In the dialog box, the file to be viewed must be chosen. 
After the file has been chosen, it will be shown in Rich 
Text Box. Encrypted card reader dialog box can be used. 
It contains Open file, Encrypt file and Decrypt item. 
Encrypt item encrypt user information file in the host 
system and Decrypt item deciphers the cipher text file in 
the card information. 
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Figure  7.  Encrypted Card Reader’s Card Information 

 If Open file is clicked, Fig. 7 shows encrypted card 
reader’s card information. Then, the user must type plain 
text file name to encrypt, one key and cipher text file 
name to save the encrypted data in the card. Fig. 8 shows 
the encryption completed diagram. 

 
 

 
Figure   8.  Encryption Completed Diagram 

 Then, the user must type cipher text file name to 
decrypt, one key and plain text file name to save the 
decrypted data in the card. Fig. 9 shows the decryption 
completed diagram.   

And then, the user must type cipher text file name to 
decrypt, if other key is used in decryption, the file will not 
open the original data. The decrypted data is shown in the 

host system. The decryption diagram can be seen in Fig. 
10. 

 

 
Figure  9.  Decryption Completed Diagram 

 

 

Figure  10.  Decryption Diagram 

D. Summary 
In this paper, the implementation of the card system is 

described. Flowchart and block diagram are mentioned. 
The card system has been developed for the security of 
patient data. It can construct encrypt and decrypt the 
medical records. Moreover, it can be used to save user’s 
important data with strong security. So, card system will 
remain in main role at security today, tomorrow and next. 
Today World is meeting with problem of security. 



Therefore, this system will help these problems with the 
crypto-system. 

 
 

V. CONCLUSION 
A card, that is used for the medical record, passport, 

driving license, credit and debit card and access to the 
place of work will undoubtedly alter human relationships 
due to its potential uneasiness of what data is held, 
accessed and modified. Such cards are already being 
piloted. 

Some of the potential benefits of cards are: 
• Using cards is safer than carrying cash for an 

individual 
• Cards can improve access to services for the 

disable and elderly 
• It is a secure means of authenticating the 

identity of reader device. It is a portable and 
secure store of information available to all 

• Access can be made available in 
geographical locations where on-line 
communication is not possible. So, the 
opportunity of fraud I reduced by using cards. 

Therefore, cards offer great potential benefits to 
society. 
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